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[0 0 6 7] 

— # % n— \?Wfr%xkmZthtz**:V Kl 60MC- I D#, 
x3U:iE^c^i£n^^i^ri;^(DMC- I D£-gtL£:#il-lctt. 
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[0 0 6 8] 

•ebt, m6iZm~?£ J DiZ*<D3.—tf<D>7 : 7>(T> h I D, H D D — I D&tK 
MC-IDtW:, _hl3^.-if©@^© I D-e$>erL-if I D (User ID 
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$.tc. Z.(D#VyU- KiV^^ACZ)^-^. MC- I Dttfrf^CDJ: O lCn-if^ 

as©i^ic^^>rr> k 1 ds^hdd - i Btmzi/^ju-^-Amn^mizm 

[0 0 7 6] 

•?&t>*>. ZL<D#V>U-F*sX'rA><Dm&. MC-Keylt MC-IDt 
^IC^U Kl 6 ftlC^#fB11£;ftTV^GDT&&#, i/X^Aif-A^fi 
4 O^-^^-X 3 lC=fo. ^^E'J^j - Kl 6 fflMC- I D&tFMC-Ke y # 

-tf--A^«4 «U ^^UA- Kl 6lC*f/^-t^MC- I DWMC-Ke y £ 

[0 0 7 7] 

Zl *^T>K^^gl;fr£$>*^Aif-A^fi4lCMC-Ke y 

i/^^A-^-^«4ii, ^^^-^^-xscibb^ 

*ITV\£MC-K e y©efifrS>, m&T V "fe^ $ *lT :x--tf © ;* ^ U - K 
1 6ic*hS"rSMC-Ke y &3B#IU I0MC-Ke y^ffi^TJL-f I D ( 
User ID) ft«p-&flSbT^9>f T> HWKlagfll+4&. 
[0 0 7 8] 

d<£>MC-Ke y&, ±IH^-— if I D(User ID) ^ &KlSll»"r53fc 
f-f^^@f©IDT*$)S^f'f7^--i' ID (media unique 

id (mid) ) , ytrj *?iz^y* & zi y^yyzm^ itLx mm-? 

m^hnt^ny^-yV^— (Content-Key), WHDD 2 

;i/3>f>yS:^>D- Fustic* ^a^s^/un^^y ^we-a-ft-re 

fc*MCJSV>£>tl,& rc o n t e n t -G e n-K e y j £-£#l-£ f *l : &-iHt'-f 
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[0 0 7 9] 

r<z>£&, ^(D&oicir^jTy htsxmm ti/xr&v-Amni tarn 

&c£tt£MC-Ke y©Slfi5:/f:gi:t§rtT% MC-Ke y #fg = #lC^ 
e^^^;i/3>^> x yCDHDD2/\©^iE^^^>n - Ffc^JCRfriLf S3t 
[0 0 8 0] 

#cic, a-ifSNg^e^^y^s 6icait/^, ^^>rr> hag^ei 

^X^A-9--/^g4«!l^e,jg«^tl^^--if I D (User ID) £*=EU 

fi 6 izmmmm-t^. rtucty, i®i5©7D-ft- Mc^-r^- 

-tf^O^ffS^T-rSc L/T, 3tf>B#*jC£^T, j*=EU F 1 6 iCfcfc 
, 0 6 IC^f <fc 3 iC^tf) fEUlStlTV^MC- I DOTC-K e y fc&lC. M 
C-Ke yeBf^fcStlferL— *f I D (User ID) ^12^ $ 4l£ Zl £ i: & 

So 

[0 0 8 1] 

(*-t^ mn-^ I D©^^i:3>7 L >^^r-CD5t#) 

t)HDD 2 lC#*?>n- FRTIBil'tSil, MC-ID, MC-Ke yM^-f 
ID (User ID) #gH0t£ tlfc* ^ V * - F 1 6 &^©^L--tf ICg^f £ 

©ffi©rL-ifcDHDDtc^iElc^^>n- FnTIg^^*;^* l^z: tT-tefcv^ 
[0 0 8 2] 

t©IDT < fcS^f-r7^--i'ID (media unique ID (MI 
D) ) /^g4tC32g§£-fc!\ f^C*^ T^l--^ I D?:ftS 

[0 0 8 3] 
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9->V*r- (Cotent Key) IZ J; »J Bf-iHt £ *lT ^©Ifc-I^ffe 

U^it<D tz. ®> © =i >5=" > ^ 3f - $r^#i" S c 

[0 0 84] 

>»;©^>D- FH^^feofe^^tCtt, zr>^>^^- (Cotent K 
e y) f£<D3.-*flzMl,Tm&-tZ>£olZte'oT^2> 0 
[0 0 8 5] 

@7S, ^f-f7^--!?ID (MID) ©£»fc:i-1f#:3>-r:/y*--& 

So 

[0 0 8 6] 

Zl©Bf7&tJf08 £M^T*^>f TrL--^ I D (MID) ©Sifc3>f> 

©rL--»f^$:iEM^T$-a:'5r ^T*^^- NilJ&y, 3©*t^ yn- - ? 
ID (MID) ©^0^=1 ^^^^^r-CD^ff^^^^^^S 1 1 lCjifr 0 
[0 0 8 7] 

Xf^S 1 1 T*&, a.— 91M2/*-*y h 5 ^ixe^o^7^r> h 
-*ID (MID) ©t#fc3>f>^^-0|tflTi)i)^f>y^S 1 2lCiItf 

o 

[0 0 8 8] 

J T=L--? I D (MID) ©g|p£:=3>^>y3f-©Ei#B£&C, ?^>f 
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^fC^^TZKD^^W TrL--^ I D (MID) 0l#t3>r> x y^-©K# 
Srtre> <fce>lCLT=fc<l:V\ '©^f-f 7^---^ I D (MID) tf> 

[0 0 8 9] 

^fCXr^^S^ttt, a.-"**** tu«E<Z)J:e>lC^#bferL--lf I D (Us 
er I D) &l*MC- I Dil^lC, £ > n - K U £ ? il "TS^^* 

-HD (MID) S:S/X^A-y--A^g4{a!l{Cit#-rSo ClftJCfcy, ?-(D* 
^JT=L--? ID (MID) <D&mjkt$^yT>y*-0)Mmftm3-* : ry7 

s i 3 izmti, 

[0 0 9 0] 

^tttotca:, cpu3oit ^^u*- ki 6 t&m&ft vn, Ei8{c^-r«ke) 

CMC- I D$:i/^^A-9--A^g4{ilCjIfgL. iffj£© <fc 5 CMC - K e yf 
m^rit^tlfc=L—if I D (User ID) fc^'J Kl 6^f,i»{libt 

tlfc^^>T T^L— I D (MID) &MC-K e yvm^ith, Z.frti/^'r 

[0 0 9 1] 

^O^CJ3V>T, 3*1 *^>f T> h i D&tfHD 

D- I DSr^X^A1?--7^«4ffi!l{C^-t^<}:e)CLTtj <fcv> 0 r©^, * 
^>f T> h I D&tfHDD- I D«, _hfEMC- I D t^lC^-if tf&ffi 
&7VWXCW^fCfflV>6tl£<Z>-e&£#, MC-ID, ^7^7^ N I D&tF 
HDD - I D©3o0) I D l^Tir^-'f ^(DQrffiHtffo d MC- I D© 

[0 0 9 2] 
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kBODJ; oizmx. liS S L (Secure Sockets Layer) ^©iHfS "T^O r*:3;MCi£:5 
[0 0 9 3] 

7£{c, xfy^siu-ii syx^Aif-AMS4*^ V^-iTyhV&MmW: 
lWfrtymmtSti&Z.--*?! D (User ID) AWjtl DT'fcS»$: 

WJW-T*. fit, *«r<fca.— y»i d (u s e r id) i:.Wj9asnfcl&^tt, 
Z.&tT't T=L-->7 I D (mid) a&Jratfs^T-z/y^-oMff&tf:* 
1 4 ICii*. ^3&fcrL— tFID (User ID) T' & V ^ MI £ *l 

[0 0 9 4] 

Hfldfticte, ;igg4{i, t^jyyhWmmmWfrbi&mtt 

nfeMC-ID (M^5>f7>MD, HDD-ID) JC3S^5V*T:i— tftf^ 
Blt^Sf/t>fx5:#gU % ^-X 3 ^^©MC- I DICMJS-TSM 
C-Key»ii}t. ^LT, i0MC-Ke y &c3£t5 V>T\ MC-KeyT* 
Bt#-ffc$tlT^$tlfcrL— If I D (U s e r ID) &Tf*T4 I 

d (mid) z?n?n&-%it?z>a 

[0 0 9 5] 

t&£&tf>£e>C, ^X^Ait-/^«4ii<Z)5 i -^^-X 3 iCtt, =L-*f X> h 
yfitLTi-f ID (User ID) , MC-ID, 7> h I 

1>*HDD- I D^tfSBfltStlTV^,, Z\<Dt=.&>, $/ZfAt-Aif 4 It MC 
-ID (?^>TT> h I D&tfHDD- I D) ICg^VNT-r- # "C-X 3 
-ffi&Ml, 3©rL-if1f#p*g^zL-if I D (User ID) 
>>X^A-9--A^@4 Wicr^-fe^. UT^TVNSrL-ifCDrL-lf I D (User 

g4Mtcr^irxbT^TVNS^-if«IE^cDrL-ifi?feSi:f!l»T-rSo r*uc 
<fc»j, r©^f-f7a--^iD (mid) 0&m%.x$n>Tyy*r-<D'&mfT 

g*uf')/ys 1 4 izmtio 
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[0 0 9 6] 

mCMLT, ^^^A-9--/^fi4 it. 3<D=L—ifmm\H(D=L 
-if ID (User ID) ^S/^^Aif- A«fi4 {KBCT^-feX ITf 
twsa- tf©n— »f I D (User ID) £ 3lt<D»#a:j|^fc:i-iF 
ID (User ID) tUitS. fit, *5^y >f S 1 7 {Cfe^T, 
r^L— >f I D#«&T'lTo :i— »fk#S£LTT;*v^ j ^©ISSoa.— 

^^T^nfc^fe-^^, '©^r-f 7^---^ i d (mid) 

[0 0 9 7] 

^tC, Xf«y^S14tH ^/X^Aif-AMS4*\ W^t^ltlt 
v^:x-lf(D}fc^;*^;fr£x®5£lcHDD 2^©#^>n- Ktffrfctlfefr??** 

[0 0 9 8] 

T=L—-? I D (MID) ^X^A1r-A^g4fR!l(Z)7 :r -# 

>T>V<D#V>U — Ftfftt>ZlfcV&lZ^ $ K — X. 3 (DtrJ T=L—->7 I 
D (MID) KiafrLT^y&ifcTS.fc^JC&oTV**. 
[0 0 9 9] 

Zl S^-^AIf- ;tgi4 ^f-f7^--HD (MID) 

-ffc-rSil, tCDt^J T=L--V I D (MID) lC*fLT7^^^3ioTV>S^ 
S^S:^m-r-g>r^T% ^0^f-f7i--^ID (MID) $:ft5)tf-fX 

*VX. Wf>f7^--^ID (MID) (Z)7^**#3£oTV^Vn#-£\ f 
^^©^r-fT^-^ID (MID) ^Sttfc^^^f ^^^e>j©5SlC5= 

iCfcttS-?-©:*-^-* yn-—-V I D (MID) ©7^y$r5iT<5h^lC, Zl©7 
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=5V*.^LXfc*^r4 T=l — -9 I D (MID) ^^(D^--^f(D=L-^my h Uff 
mz&B-?2> a rtUC^fcy, ^^7^--HD (MID) (D&m&Zfn 

>f>^^-®K#^^f 1 siesta, 

[0 10 0] 

^.tllzMLX. ?<D*t4 T=L- -9 I D (MID) CD7^#32oTV^^ 
£\ t^^fffl^f>f7^--^ID (MID) ;W£*lfcft^*^£>i® 

^ ; # ;i/ n yj- y v o> ? v y n - K#fr *>tir ^ s z.<D*"rJT 

=i—-$ I D (MID) 0Mtf3>f>^^-OMIrg!!)^r7^S 1 7 

^-TT> h«5f#S*iflffK:jg<r*5 (M^jM^i) . dtUCcfcU, #f£r£*ifc^fc 
t>T% IW^f-fyar-^ID (MID) <D&&R.Xfn y^yV lr-<DJ&.mft 

[0101] 

<D#yyu- K£fFBr-t^<, i/X^A-9--A^fi4 -€-©rL— if © * *e U # 
-Kl 6lca^JC#$nfeBt-t^i|-e$>-5MC-Ke y ^(DftT^X 

?Kmm2tiT^z?v*)\suyTyy*m^itLxmm?&mzm^fr=iyT 

yV*- (C o n t e n t -K e y) &«F#ftU r *L & ? 7 > b 
[0 10 2] 

TV^S^-f T> hSg^^gl ®^9>fr>M DMHDD2©HDD- I D 

3f- (Content-Gen-Key) j Xm^it It * 9'>f T> 
KHJlCjg'H-t-S^^lC, n>^>^^x>^r- (C o n t e n t -Ge n-K e 

y) &MC-Ke yT?Bff#ftLT^^>f T> hSBsTciSttl ffirjCjgM-rS. 
[0 10 3] 

3 0 ffilE# 2001-3107383 
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* frziy^-yy ■fr'^fclr Z>tz.lto<J)ny9-yV (Content-Key) 
5:MC-Ke y t*P|#ftbT^7>f7> h«*i6tt 1 ffitftCigfg-f-S t^lC, 

- (Co n t e n t -G e n-K e y) Tr B£-SHt L * T > h I D&tfH D 

d- i D&*^>f t> b&inmui mzMm vt^2> 0 

3p- (C o n t e n t -G e n-K e y) T?flf#fi;£ ft£i? ^>f y > h I DM 
HDD- I D£^#f[;i-££i&<Z>n>^>y ^i.^- (Content -Ge 
n-Ke y) 5MC-Ke y vm^ft IT ? ^-T T> h^§^« 1 «SlCjg# IT 

[0 10 4] 

4ffl!IA^j|^$^feMC-Ke y ^m^it^ntcZiyfl/V ^- (C o n t e n 
t -Ke y) , MC-K e y Tr m^it £ tlfc a i? x >3f- (Co nt e 

nt-Gen-Key) , &tf=i y^-yV V >3f- (Content-Gen 
-Key) TrHf-iH[:£*l£# ^>fT> h I D&tfHDD - I D $r-etl-T4x^ U 
Kl 6JCfBM5Wi-£o dtlJCfc*;. I©07©7D-ft-M:^f 

[0105] 

K£<fre>figHctt. ^^>o- K&srsr-r -^ttric, ^f^ri--?iD (mid 

"rA T.VfribO^rVZfrnyT-yvofvyu- K& l EHcMPS-f 5Zl£#T*£ 
, ^C^5^;*^£#!&tf>ffi<Z>:i-1f<Z>HDD 2 iC^S^/bn^S/ytf** 
> □ - K 3 *l £ *IE^ ffi S: R&it i" £ Z £ # T* £ & „ 
[0106] 
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#C&C, r©J:e)lCLTzi>^>^^r- ( C o n t e n t - K e y ) 
[0 10 7] 

09 «3©^^>n- KffSCDastlSr^-t 70-ft- K Si 0&r(Z)#*^ 
>n- K&ffe>fg!lC*^-f T> hSgf^g 1, HDD2TO : E , J*-K1 6<D 

mizmr^-ii:, "rV&)\,^iy^yv(D#Vyu- K^iStsrtr-x^- h£ 

[0 10 8] 

Xfy^S21T'lt ^5>f7>h^itl©IOP32^ ^tl^tlMC 
-Ke y-eHf-^-fbStlfcn>^>^^r- (Content-Key) j&tfnyy 1 - 
yVty^y^r- (Content-Gen-Key) & * ^ U % - F 1 6 j&> £>Se 
*ffiU Zltl^$:CPU3 0lC#fc^-TSo 
[0 10 9] 

Mitotic, MC-Keyli ^/^^ A*- A^ft4 flfll&tf * © * ^ >f T> 
h^^gl T'^tl-^tl&^LTV^,, Z.(Dfc#). CPU3 0lt ZK5DMC-K 
e y 7? Bf^bc5tl fen >-x>^/^r — (Content-Key) J&tKn > ^> x y 
(C o n t e n t -G e n-K e y) ^Itlr^MC-Key 
£M^T^-Jf'ft#!.3lU I©^t§tlfcn>f>7^- (Content-K 
e y) ^t^3>^>^^a:>^r- (Content-Gen-Key) £ RAM 
3 6(CgB1i«!l^'r§o Zl *MC «fc *k <£> > n - KfrgtfX-r V ^ S 2 2 ICit 

fro 

[0 110] 

Xf>y^S2 2flt IOP32^, 3>f>7^i>^f- (Content 
-Gen-Key) Vm^it^ *lfe ^ 9 >f T > h I D&tfHDD- ID^^^'J 

*-ki 6*>e,i*aju rtie>^c pu 3 o ic^i-So cpu3oit stc 
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^m^t^ny^-yW^y^— (Cont ent— Gen — Key) fcJg^T 
Z.CKl^^Yy M D^HDD- I D 2> 0 
[0 111] 

fit. CPU3 0^ ZlCD^^^f T> hSg^ttl lC#$4xfc^^-fT> h 
I D&tfr©*9-f T> Migfgf 1 IC^M^^ITVN^HDD 2 tlfc H D 

D-ID&, ^^U^J-Fl6^?,t^a}$^3>T>7^x>^- (Cont 
ent-Gen-Key) T'^ftStlfc? ^>f 7> h I D&tfHDD- IDt 

[0 112] 

^fy^s2 3t'H cpu 30^, ^=ey*- ki Gfrhm-mtzntcV^ 

-TT> M DMHDD- I f <Z)*^-f 7> hSg^S 1 CD* ^>f y > h 

I DWHDD20HDD- I D £. — Wt~$'Z>ii*l§'fr (^7>f7>M D&tfHD 

[0 113] 

^^u^j- Ki 6^e>^^b^4xfe^^-f yy v i dwhdd- i ^ 
y> h^mrnKDV^^cry h i dmhdd- i Dfc-sitLfcv**: 

V^rhtt, ty^^zi^^^^^- (C o n t e n t -K e y) f© 
?^4Ty hs^Tfc^glS.t^HDD 2icg^v\xfT;b;ftT^&VNz:i:&^-ro -T 

^y*- ki 6^tf 3t^e>f nftf^^;i/3>f>^©^ 

[0114] 

Z-(Dtz.th, CPU3 0H mx\t r-o^^y ^- KSrtfe) 
[0 115] 
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yy hi dwhdd- i Dt>\ ^w^^yy vmmmm <d? ^^yy h i 

D&tfHDD- I DH-mhfcf=.&>. CPU30^ *trfflffi%!>3 3 &C<fc 

♦m^tlfcft^V X^^^C^^^^A^^^^^ R AM 3 6{Cfa^StlT 
VN§=i>^> x y^r- (Cont ent— Key) Zm^T'&^ik-? Z> £&IZ. 3 

©^#ffcU£^#;i/3:y^>y RAM3 QKm^tiX^^ny^yyp 

x>3f- (Content-Gen-Key) T'ffRtr-iHfc; L/ T H D D 2 iZ&lfe-? 
[0 116] 

mz. ^f>^s2 5Tit hdd 2^. * ^-f 7 > h^^fi i {Bii^ e>#y& 

$*l£=l>^>y (C o n t e n t -G e n -K e y) -eifHg#fl;£ 

*i£^#;i/n>^> v y£^#-r£„ zmz£v. m i o ic^-r <t 5 ten 

^^ai>^r- (C o n t e n t -G e n-K e y) TrSBf^fc^tlfc^ 3 
>^>y#HDD2tcSB«:£*l, Zl<Z)#^>n- Kfi^Stf^-ry^S 2 6 tCjitf 

o 

[0 117] 

mz. 2 y> hag^^tt 1 ©cpu3 o^hdd 2 £ 

mm*:ftoz.£.T% rVZfrzjy^yv&Xvyu - l,fci)^fr1twm 

s 2 5 0>i!frfiH£i^j;gLH?T-t£::£T\ ^^n^^ycD^^n- F# 
%7tstt'HDD2icf^f;i/3>f>^(Z)M$:^e). fit, #yyu- 

[0 118] 

xf>^S2 7t'H ^^i/^.^ycD^^n- K^Tlfcfcfe, I 
O P 3 2 ^t'J^j-Kl 6 lCfB 1 6l;**lTV^rz:y-r:yy *r- (C o n t e n 
t-Key) Zm$k-t2>„ Z.MZ&V. Z.O) #V y U - K^g©r£fiiSjWT-r 

[0 119] 

x y^r- (C o n t e n t -K e y) T'Bg^b^tlT V*S£«>, Zl © 2? # ;i/ 3 > 
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7-yV &HDD 2\Z#Vyu- F^lCte, ny^-yv*r- (Content- 
Key) T*m^tvx#yyu- K^*i&g#&*©T&.&#, -3&#*?>n- 

KS/XT-A^j»TLfc«tt, ^IJjfr- K 1 6 [HCOziy^yV^- (Conte 
nt-Key) &?f§£i-£ Z. t iCj: y % 3>-r>y3f- (Content-Ke 
y) znm&'&irz> z. tltT'^te^fcto. ?¥*)iziyTyy<Dnm(D*'Vyu 

TTp*fr^yTyy<D*JE&m*ffiit-*zziLtfT*g& 0 

[0 12 0] 

•9 &m v m u n £ v x m m * s ^ t. at t? ^ s <* ? tc & o r v % s „ 

[0 12 1] 

01 lie. HDD 2 IC^^^^i^i-^S/^^l/Zi >ir> x y©l?£fxS©ijf£t't$:7it"t" 
7D-^-h&, 01 2lCitf>Mi*?5|gtC;^T, ^7>f7>N«*gf 1, 

ir a r©0l 2&fflv>T^#;i/ri>^>y<D?f£fi : @£t&iE^££ 
. £1% 01 l ®7n-f^r- Mi. ^-^tfm&cb^rV* frziyT-yvoiZV 

[0 12 2] 

Xf«^S3 1T-H *^>f T> hag^S 1 © I O P 3 2#, ^UjJj-K 
1 6fC|Bt»£*lT^5MC-Ke y T'HiHHt $ *lTSB*S 4i£ n y-r>V 27 x > 
3f- (C o n t e n t -G e n -K e y) fcfs^tUU C P U 3 0 lC&ii& 

t5. CPU3 0H Z.(DMC-Kg y^^it^Mz.ziy'ryWxy^- ( 
Co n t e nt -Ge n-Ke y) * =y A T> hflfcMgfll 1 {ffilT&^LT V^ 
SMC-Ke y fc^T^ft^^^y 2?:i:>3f- (Cont ent-Ge 
n-Key) 5:S4t5„ 3*UC£*J, ^OD-rS;* y r y V <DM£.ftn& * 
f'^SS 2lCitt?„ 
[0 12 3] 
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^fy^S3 2ttt, IOP3 2#, nyryyi?3L>*f- (Content 
-Gen-Key) "eBt^fc^tlfc ^ 9>f T> h I D&tfHDD- ID^^^'J 
^J-Kl 6A^i*ffiU 3*l£CPU3 0lC-gt^-r^ o CPU3 Ott &IC^ 
-^•ffcl/fcnV-r^y S?a:>3r — (C o n t e n t -G e n -K e y) £Jg^T, 

^©BiHHbsnfc*^ y> h i d^hdd- i D£*g-5Hci-£ 0 rtucty 

[0 12 4] 

Xf>y^S3 3tlt CPU30^ #^>f T> h^ifil JCtf^tlTV^ 
^7^7> h I DMHDD2(C#$tlT^-5HDD - I D £\ ny^yVVx 
y*r- (Content-Gen-Key) T$fi-*Hb Lfc^7^f7> h I D&tf 
HDD-IDt$:I^t5„ fit, ^#^-®C L ^m&lt. i&<D=L-*f(D* 
t'JA-Kl 6, fficon— iP<Z)^>f7> h^^fi l> lie Wi-fficon- — if ©H 
DD 2 #JBVM*>*lTVN.g>^£$:^f CPU 3 O^ff^S 3 5 iCfcV^ 

. flf*.tf ^^^ovny^-yy^n^-t^^HltX^^-^/va j 

*x -5 fr£ *> V r ©5 s # ;b =i >5=- > S> CDS^ff 3S##I7 -T £ ^ £ £ & -5 „ 
[0 12 5] 

zi©j:e>ic, r(D#*^>n- K£>*^<MC;J3V^W:. HDD 2 tC*~-7>a- K 
S^k^*;!/^^^ £??£^£|gSl;:3LK 9 3 4 T y Y I D^tfH D D — I 

D©M-£-£?re> J:e>lc&oTv>£>fc#>, ^^'J*- K l 6 y^fyv 

HDD - I Dtf— misted fefo. f ©HDD 2 IC&# c$ 4lT V^Sir^^l/^^tr 

>y i±W£-f srfcte^&v^ z.(Dfz.&>. hdd 2 fc#?>n- 
# ;i> =1 > 5=- > y ©*IEGSM fc RSifc-T -5 z £ X* £ £ . 
[0 12 6] 

mz. ?7>f7> hSg^Mi iztftstiT^z??^ yy h 1 dwhdd2 

lC#£;ftTV%5HDD- I Di:, ny^-yWoLy*- (Content-Ge 
n-Ke y) T*^^-fbbfe^^-f T> h I DMHDD- I Dt^-ttfef^ 
tC»> IE8l0>:2.-1f ^e><D?§£^T*&££«>. CPU3 Ott, %K&mtlst=. 



3 6 
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ny^yyP^ylr— (C o n t e n t -G e n -K e y) fcfgV'^T, zty^-y 
V*?aL>4r- (Cont ent— Gen — Key) T'Bf-Sfft £ ftX V> £ H D D 2 

Zl ©-r ^ 9 ;i/ n > y- y V <Dn&<D-£l7 5fg;WT "f & . 
[0 12 7] 

RAM 3 6 izmm^tit^P^JVny^yvtiK mXMVr*?- &<Dtf- A 
^A-e&ofc^-lcfci:, CPU3 o^ro^-A^n y^Aic^^5v>Tl* 

[0 12 8] 

% -r X * is* e> ^ - A n y 9 A £ ft M# £ L X \f * - A £ o J: ? J C "T 
[0 12 9] 

L/fe^Ctt. Kl 6 izmn^ tiX^^ziy^yV^r- '(Cont en 

t-Key) #$ftjf83*U nm<D#Vyu-Fteftz.te\,^olZ*-oX^2><DX 

Kl 6 JC|E'lS$tlTVx€)3>5 i >^^x>^- (Conte 
nt -Gen -Key) tt^f^>n - K^57ffe%»*lt*3*l&V^fc«>, 
x > 3r - (Content-Gen-Key) 7?H|-JHfcS *lT##£ Jlfc^ 

- (Content -Ge n-Ke y) V^$iMJ L^tt-^Hb bT#3- nTtST 

[0 13 0] 
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fi4{ffijT*?^>f 7> MD, HDD-ID, MC- I D, ZL— if I D (User 

TV^fctf), *^-f 7> NSg^ttl j e>HDD2£^^tC.J;y3Sg!L£*i-£\ 
3<Z)3S$b£? 5>-f 7> hSgg^fil ^HDD 2 CD? 7> h I D^HDD- 
I D^. =L—*f3iy h Uffi^i: bt§i$tlt^^7>f7> h I D^HD D — 

[0131] 

<D I D(Z)@^tt^^^-^Zl^T'5 i ^^;i/3>^> N y©^H^ffi$:R5lhi-ScJ:e) 
fc^5>f7>M D^HDD - I Dttti&5^7-f7> h I D^HDD - I D 

zmtttf^LT i D©@^ft$:5i«L. ?v&n,zi y^yycD^iEmm zmit 

tS^t^f t bV^„ 3 ZL(Dtf*7>U- Ki/XrAttt, ^A>f;*$:0 

ri:T% I D©0^tt$:5i^-t^<ke)lc&oTv^ o 
[0 13 2] 

(*5>f T> h«*SSttfttfHDD©!£Jffi, ^SltC^SM^) 
HI 30>#?>n- KS/X^AlCfcttS*^ 7> h^ig^t/HD 

ft#*8)**lTV*5*9-f 7> h3g*^gl^V>ttHDD2tt, i& it L * 5> -f 7 
> h3||pfc^fil^V^»HDD2 fcj^LTV^. 
[0 13 3] 

— K 1 6 ii^lC, 3<Z>^>n- Ki/X^A&^S^£1f3I#{ffiI<Z>U^7-fe># 
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[0134] 

— K 1 6{C.«n>.-r>^^i>dp- (Content-Gen-Key) ^ny 
^■yV*JaLy*c- (Content-Gen-Key) T'Bg^it&tlfc 9 ^ >( T 

y hi D&tfHDD- i DtfmmtsnT^zt-tb. ?^>f r> hsg^ffi 1 j£v> 

«HDD2«L^T't, d©«tRLfc*9>f 7> h3g5fc3£« 1 #Wl±H 
DD2£2Uc*^y Kl 6 fciigaU ^T-fe>#-^lCj£tf (j£v^i#-*>&,» 
) -t£<J:?tC&oTV>S 0 
[0135] 

mm, &m^-?z>n&iz. z&mm, ^mmht^^^ryb^mmi^it 

HDD2KttVTffifct£V^4Tyh I Dt^iHDD- I D$r#-^"T^ 0 
[0 13 6] 

>f * I D^^-^lz-^-r >^^XfA^ny7^ilWCMASK-ROM3 5 tc 
fSHStlTV^ H D D 2 I^IC t)±EMA S K - R OM 3 5 ^ Hi©M A 

SK-ROM#igtfe>*lT;)3y, HDD-IDH ZL<DM A S K - R OMtCiEti 

y b I D*W±HDD- I D #iB4t£*l£MA S K- ROMK£glt-& Zl £T% 
$rfc&*^>f T> h I Di^tiHDD.- I DCDtf-^&fr^. 
[0 13 7] 

VUiHDD- I D#|Bli3*l£MASK-ROM#^ttft&C#&^£fc«K Z.<D 
<fc 3 ^-fT> h I DgcVMiHDD - I D#fBti3*l£:M A S K - R O 

r^s^stc tkmvr^mmmtm^^^^^ry b i d^hdd- i 

D 2 *IT VN 5 fc#> % JbfBM A S K - R OMCDSSSSttfTfcfc V*„ 
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[0138] 

tmzmttZtlfct^V iJ- K 1 6 (DMC — I D£?f£U I Dfr* 

^#11, rL-ifMfCfeVNT-eo^^U j&- Fl 6 5:ffl^tHDD2i:^')>n 

3<Z>rL-ifx> h yfit#gtf>?^-f T> h I D&tfHDD- IDS:, frfclCtf^t, 
fct^^yy h I D&ZFHDD- I DicfB^bic-rc 
[0 13 9] 

**eyA - Kl 6 ICIEST tiTV^SMC-Ke y T?l«-JHfc«!5 tifcn 
> N y i/ai>^r- (Cont ent— Gen — Key) 3>f>7^i>^f- 
(Cont e n t - Ge n — Ke y) vmWltZtlfc? 7y b I D&tfHD 
D- I D££^*i^*lM:£-rSo fit, r©^^';^- Kl 6 BM, 3£$l 

[0 14 0] 

Z.tlK£>), rL-if^O^A^f X (^^>TT> 
[0 14 1] 

CICD;* ^ y *-.F 1 6 JkT$>; ^>f r > h5g^« 1 ^ttHDD 2 #*g£t3*l 
fen— !ftt, El7&tm8 fcffiVNTl&IELfc*^ 73.=.-* I D (MID) © 
^^^3>^>^/^r- (Content-Key) £?f^m#U ^03>f> 
y=3f- (C o n t e n t -K e y) ^m^TT^^l/n^^O^^n - K 

[0 14 2] 

f««E(Z)J:e>{C, $?£&?^-f T> > I D^HDD- I D#ftf-£S*lfc»-&T?% 

I Dlc/SDTv 1 -*^-* 3 ©rL-ifx> h vm$&%:W&&%.T\<\Z>tL#). ny 
7-yy*r- (C o n t e n t -K e y) <DM%*% J $>'rV#)\'^Ly'ryW>#V y 
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U- KB£lC, ffitz.te>7^>(T> V I D^HDD - I D **<Dt. £ m^mZ'V > 
[0 14 3] 

J£tC, J£Ul©g£fp!tt, *^>f T> K3§;fc^ttl^W*HDD 2©#3l, ^IC 

So El4tc, r©#~?>n- K^x^AK:£#£*^y K l 6©?$^, ft 
T'^t^t'J*- Kl mMi^tej^cbfc^y K 1 6 £^LTV%S 

o 

[0144] 

4tcfc^T> **ey Ki e^mm^^tm^hf^m^, n-iftt 

[0 14 5] 

Zl©^»3b^Stl<5i:^X^Aif-A^g4 tt, n-ifID (User ID 

> 5felC^#bferL-ifI D (User ID) £A:frLS/*^Ai*-->K^M4 fij 
[0146] 

ziffli^ *^y ki 6*TO&#v^ij»$cLfc»-£fc©*e, **ey 

K 1 6*>e>^-if I D (U s e r ID) fc^m^ £ &T*#& Vn„ ^ CD 

a— tm*^y#- ki 6cofig!^v^«^^c^i^T. a-ifi'D (us 
er id) ttmn^tit^mc^n^^^m^izm^Lx^K ztftrnt uv^ 

[0147] 

7&lC$/X-rA1f-/^g4 ZLC0n. — if^ ^jSM^ — if I D (Use 

4 1 ffifE# 200 1- 3107383 
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r ID) £^fg-t££, f-Z^-y. 3 lCfBli$tlTVN^^©rL-if I D (U 
ser ID) K.ttfc-t&3-—#^y h 'Jtti^#ifS 0 ifticfcy, 
A-9-;^B4«TfH ^^VUi^Lfc^U Kl 60MC - I D&tK 
MC-Key£&lC, =1 y Vol y 3f- ( C o n t e n t - G e n - K e y 

) ^^(DX^VJj- Kl 6T*#?>n- K£:ft£-?^#;i/=i>^>y^$:*&&z: 

[0 14 8] 

16new&mSU 3©^^^- Kl 6 n e wlC|ffc«:MC-Ke y (N e 
w-MC-Key) 3©N e w -MC - K e y T*ffi frlzm^t bfc n y^-y 
Vpjiy^r— (Co n t e n t -G e n-K e y) £ % Z.<Dny^yypx.y*r 
- (C o n t e n t -Ge n-K e y) T'Bf V tc V T y h I D&tfH D 

d- i D&mmvw.-t£.mz^ -r-tK-x 3 izmm^tir^^=L—^^y k u 

ff##. ZL(Dffife&*^V2l- Kl 6 N e wlC#/S L fcrL-lf :c> K UW#iU& 
&cfce>&C, MC-ID^MC-Key^©Itii5:ifTei. 
[0 14 9] 

<£>*^>f 7>h^gtlMHDD 2fcfclE3n;:Ifr^LT^-5o Z.<Dtc®>. Ziy 
^yW^y^r— (Content-Gen-Key) *t?B|p#'fbc5 7 
> h I DStfHDD- I Dfciu ^<Z> I D £-?-<Z>£ £ M V>TH|f# ft; 5:116 *f*<fc ^> IC& 
oTV>£>„ 

[0 15 0] 

V^T-tyZ-WT'l*. ZKZ);*^'; Kl 6 n e WittfJUS^Kl * y 

rL-if{|Ilc#jS^Cji^S 0 M&<D£$IZ. */*^A-*-A^g4WT*te:z:<Z> 
^^UA-Kl 6newft(Z)#»ffM^{:, -r-*^-;* 3 (D=L-*f 

new$:f^ofcn-ftt, I^^^E'J*- Kl 6 new, *^T>h3g* 
if l&t;HDD2©l^t)-tt©$/XfA^MVNT, J^fffillll^lC, 
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[0151] 

Kl Q\zmM<Dl DT'feS^7^7> M D, HDD - I D&tfMC- ID^f 

HDD 2/\©^*C/>n- K^^ih^Sii^lc, ^^ri^-x-^y fc^^n- 
ID (MID) CD^&^#lC^^^;i/=l>^>^(Z)^^>n- K$:ffBr^-s<fc 
[0 15 2] 

tcm^L, ^9>n-Kpfffiia»S:iiaK:ffigifibTBriBfc'rsii:««T^s 0 r 

-if©HDD Zizfc* t^lElzftyyu - F£*iTb£ o <fc e> &*iP-££B£rifr 
[0153] 

r^(C2js:^^©^2c7)|IS6(Z)^i:^s^^>n- F^x-r A©M£-f •£>„ _t 

ffiztmmi *isxT&mmmw(Di'X'r2*v-Amw.4 izw.mtfjizmmi>T=L- 

-tf*g£S£?TVV 3>^>^=3p- (Content-Key)f^I#lTf^ 

>>X^A-?--A^fi4 il^r^lC. f 3 f It §^ 3 f f It-;^t 

, rL-iflir©m3#^S-9— «^lT3>f>^^- (Content 

-Key) ^©U#^ffV\ £ 3 mmMV- 7\*^S<MT*ttZl<Z)3 ( 
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Content -Key) igomm^^r Z>Wk&*ft O £ O K L£=b©T-&3 0 
[0 15 4] 

(m 2 (DrnmcommcDm^,) 

SUStCZf^^y^r- (C o n t e n t -K e y) fcmftfS^tl It ^ & 

^fi.f-^t4 ^©^ic^3^a-tf-7t^s5 o*^tte>tiTv>s©^ai 

[0 15 5] 

, '«*.tf*«IBilK\ ^Ef^&^ffltll^ODcfceilC^JM^Ig^VPN (Virtual 
Private Network) ^{C J: *J fflSlCg^S^JlT V^ 0 
[0156] 

3ffSt- /1if5 O $:^LTr4^lCi/^^A-9— A^«4 iCT^izX 
[0 15 7] 

© ? 7 7 > h 1 5:1 3 f f li^ - 5 OtC»«U MC-I D, 

n.-+f I D (User I D) , ^7^--?ID (MID) £&{C. ^3 
ffIiJ-/^g5 0ffl©7*'J'>bii mX-l*3.— tf^^A^y- k^) £ 

[0 15 8] 
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«3ffi*-ASItf 5 OflgJCaHg-rSfc^K:, a-f ID (User ID) RT$% 
¥4 T.VOfrJ y=L— -9 I D (MID) - K e y TUf-SHt V. Zitl^ 

[0 15 9] 

PN) £;frbTMC-ID, MC - K e y T-Rf-SfffcStlfcrL-lf I D (User 
I D) &tfMC-Ke yeBf^fc^tlfe^^-fT^.--^ I D (MID) 

[0 16 0] 

S/X^A-tf— /^f4 fcfc, I©MC- I D, MC-KeytBt^ft^tlfco.- 
f ID (User ID) &IKMC — K e yT'HiHftt^tlfc*^-* ~? n. — — 9 I 
D (MID) ^^-r^i:, Bu^i:^icBif#ft$n-Ot7 :r 'i'X^{ciB0$nT 
V%S^^#;i/3>^>y £^#ffci-£fc&<Z>:n>^> N y3p- (Content- 
Key) &MC-K e yTBgHf-ffcU £ fc, n > 3r- (C o n t e 
nt-Gen-Key) l:MC-Ke yt-Bf^ffcU $ *>lZZ<Dziy"fyy i? x. 
y*r- (C o n t e n t -G e n-Ke y) T*:3.— if tf>? ^ T > h I D&tfH 

dd - i D*m^itvTm3&wmv- A*iS5 oizmm^Zo 

[0161] 

f^3#fg|-9--A^S5 Ote, ZL<DMC-KeyT*Bg-%fo£ftfrnyTyy* 
- (Content-Key) , MC-Ke y T'B&-ffffc£ *l£ =1 >-r y V V x. y 
3f — (Content-Gen-Key) , JkTf^Ly^ryV Vx >3f- (Con 
t e n t -G e n-Ke y) -Zm^tZHfrZ-— WZ^^Ty h I D, HDD 
-IDS:, **i^*i>f h5^Ltn-f0^5>f7> hSg^Sl 

JC«3^-r'«. lt< ZL(DK^I©^lC, 3>fm- (Content-Ke 
y) £H£tLfcft«i:LT, * ^ y> 1 3 ASf 5 

o tc r * -fe x -r s Kite ^ r y v mjfcmm 1 & ^mmz tit=.m s m^m-v- - a 
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[0 16 2] 

*^-f T> h3&5fc^ttl it. 30MC-K e y T'H|f-5Hfc $ *l£ H >^ > V * - 
(Content-Key) , MC-K e y TH&HHt 3 Vt^^ $?x > 3f 

- (Content-Gen-Key), RZf n y^f y V V x > 3f- (C o n t 
ent-Gen-Key) 7?H|f^b$tlfe^.-if 5>f T> h I D, HDD — 

VZ)\snyTyv<D#vyu - K, ^tf^tf^n- Klfer^^;i/3>r> x y© 

[0 16 3] 

m3#<tS-9— A^S5 OfllJCW:, mX\t=L- u&y F© 
at-/tif 5 0», H^^V^^r- (Co n t e n t -K e y) ©H«i:§f^ 

JKUfc^fc, ^X^A^Wt^g4(Z>^®#M£fl3##3^-A^ff 5 0© 
[0 16 4] 

[fg2©iy6©jf§a&©8&3i] 

^ii i:^xrAif-;^fi4 i:©raic^3#^fS-b--A^«5 o zmvrm 
*&U n-ifiir©^3#l?s-b— /t=£«5 0 ^lTe/^fAt-;^f 4 c 
7^t^lt3>f>^^- (Co n t e n t -K e y) ©gB^ U f$S 

5 0 Zl(D=i>^>^^r- (C o n t e n t -K e y) £n- 

[0 16 5] 

rtucty, ^3# (^3#^a-9— /mms o<D<gmm) tfir&vt^mv 
(D#yyu-Fs/*T<uzmm-?z>z£-tfT*%, t>h-d(d*v v^v^T.tj&m, 



4 6 
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[0 16 6] 

Zl>9->y*c- (C o n t e n t -K e y) £:i-1f KSJ;ft L fclgttCiH 

& r t & wrig h -r & ^ t. ttx-n 2> 0 

[0167] 

3f- (Co n t e n t -Ke y) £rL-1f iCgB^Lfcl^C^ <fc ? ICTS 

d )fef'f^^lC#t^f-Y7^--^ID (MID) ^^I^fS^i:^ 

-e^S (^^-^ ^.^{C^f LTM I D $: #"3" W„ ) „ 

[0 16 8] 

a>£**^>n- KCD^Sffj^ftofeBRlc, 2/^^Aif-A^fi4 ?£^«:f§3 ffa 
V*- (Co n t e n t -Ke y) ZM^-t Z Hmzm&Zftt) & 5 IZLX b & 
[0 16 9] 

[0 17 0] 
[0171] 



ffi!E# 2001-3107383 



#2 001—044358 



0=l— vwrnm? z>m2<DMmmmz=i>T>yz#yyu - p-tzztitx-g 
mmmfa izmmzntny^yy <z>^m&>m *m±-t2>z\ttfx%2> 0 

mi) 

[02] 

^>fy (HDD) ©^I^^tMT^S, 
[03] 

[04] 

n^^^^^r- (Cont ent— Key) T*Bgmk£*lfc"rP * Jin y^y 
[05] 

o 

[06] 

=l - if iZ 9 =y -f r > h *S3i&B £ * 7=- A -9" - /^fi CD 1^ T**£^f§ £ 

*l -5 #<fifSB £ ^ -T * ? y □ - K 2/ X ^ A T* & -5 . 

[0 7] 

MD (MID) (D&BW}1¥£.* ny^-yy*r- (Content-Key) <D 
[08] 

3tf^?{Ci8lJi:#Snfc^f>f7^--^ID (MID) CDg0§B£. RTf 
ny^yy^r- (C o n t e n t -K e y) <Z)^tf#B|{C* T> h3§;fc^g£ 



4 8 
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[H9] 

imi o] 

#?>n- Fmnrnzt^j r> hmmmm, t^vtj- f%.z$/\- Kf-f^ 

**»7>n- K$/x^-Mcfctt&. a- Kf-f^^ K^>f ^tc*ftf >n- FU£ 

[01 2] 

[HI 3] 
[HI 4] 
[HI 5] 

^^^KMJlCtf ^tlfc^-f r^.---5r I D (MID) (D&mm. 
ny^yy*- (Content— Key) CD##B£{C* 4 T> h^^mmt 

l-^^^yy hn^.mU. 2-A-Kf-fX^K7^^ (HDD) , 3-^ 
4 J/^^A-^-A^g, 5 ~<4y F, 6 -SUB^A 
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I 
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3 
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[04] 




4 
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[05] 



hdd-id mm 



NO 



S7 



n- tfx> h urn 



n-+f ID SMC-Key 







MC-Key 




"C et ^ it £ n /c 




mm 





S1 



S2 





S4 



S5 



S6 



5 
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6 
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7] 



C **z± ) 
1 — 



I 



S1 1 



S1 2 



UserID,MC-ID,MID, 
( ^ 3 -f P > hID,HDD-ID) 



NO 



YES 



S1 6 




S1 3 



S1 7 



S1 4 



S1 5 



MC-KeyTBg^ltUTc 
Content-Key,Content-Gen-Key 
St/Content-Gen-Key"Clg^<fc 



I 







• 


> 
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[08] 



MC-key 



Content-Key 



MC -KeyTBS^fc^n 
^Content-Key 1 J ^ h 

"1 



I User ID I 



media nniq ID(MID]| \ MC- I D| 



I HDP- 1 Pi 



-fy*\ — Jl/flag— ON 



SS3W)MIDU^h 




MC-ID 



media uniq ID (MID) 



MC-key 



UserED 



Content-Key 



Encrypted Digital 
Content 



MC-key 



media uniq ID(MID 



MC-key 



Content-Key 



MC-key 



Content-Gen-Key 



Conte nt-Gen-Key 



i ^ w 




HDD 


b 


16 


MC-key 




Content-Key 


MC-key 


Content-Gen-Key 


Content-Gen-Key 




IHDD-IDl 





Memory card 



8 
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[09] 



C ) 



MC-KeyCg:3l/\T 



I 



S21 



O-y^CPy hlDt HDD-ID 



S22 



NO 



S28 




S23 



I 



S24 



r25 



S26 




S27 



9 
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[01 1] 



I 

MC-Key"C^%^b 



I 



S31 



HDD-ID^^^ffc 




S32 



S33 




HDD2PB 
RAMCD— HU, 



S34 



l l 
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